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Executive Summary

The main trends identified during the month of April 2017 were analyzed on five axes: 

operational uses; defensive tactics; offensive tactics; cyber-crime and cyber-terrorism; and 

counter-measures to protect against cyber-crime.

1. On the operational axis, there was a significant trend in the use of the Internet for 

propaganda purposes and the continued pattern of reliance on open networks for 

recruitment followed by a move to encrypted channels for suspicious activities; the Islamic 

State (IS) continued to publish and distribute its purported military achievements on the 

Internet using infographics to compensate for its losses in the real world; digital banners 

containing incitement for the execution of “lone wolf” attacks were frequently distributed 

to inspire young Muslims in the West using design based on popular video games; there 

was also "gender" propaganda aimed at influencing a female target audience, and 

accordingly the contents dealt mainly with modesty and the education of children, using 

pink color for design; a female charity was expected of being in contact with activists and 

supporters of terrorism, but the issue has not yet been clarified.

2. On the defensive axis, terrorists have shown concern over spying by security forces as 

well as civilian elements. In order to protect themselves in terms of security, technological 

means were employed to maintain anonymity, mask a location or for purposes of 

fabrication, and security updates were disseminated to repair breaches. In addition to the 

practice of publishing recommendations and guidebooks, there were groups whose stated 

goal was “to educate” the Muslim community on safe Internet use. In the civilian arena, 

"spies" who infiltrated terror-supporting groups were exposed and their identities 

distributed as a warning.

3. The offensive axis was analyzed in the form of active hackers such as the Popular Front 

for the Liberation of Palestine, the United Cyber Caliphate (UCC) and the Caliphate Cyber 

Terrorism Army (CCTA). Most of the attacks were based on hacking user profiles on social 

media and defacing the home pages of private Web sites, and it appears that the targets 

were chosen due to the ease with which they could be hacked from the outset.
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4. On the cyber-crime axis, new malware was reviewed. A malware named FalseGuide, 

which attacks Android devices, infected approximately two million users for Adware 

purposes.  The trend of Botnet use on mobile devices improves its level of sophistication 1

and distribution. Other identified malware were spyware tools. In this context, there was 

an attempted cyber-attack in Israel aimed at breaching the defense infrastructure system 

that was carried out by the OilRig hacker group, which is associated with Iranian 

intelligence agencies.

5. On the axis of counter-measures taken to protect against cyber-crime, the "holistic" view 

required for effective counterterrorism was discussed and only integration between fronts 

was found to be effective. Thus, legislation was emphasized as well as the development of 

technological means, such as an algorithm that identifies and removes violent expressions, 

the establishment of cyber units, the identification and recruitment of candidates to the 

cyber system, and the holding of joint exercises to strengthen resistance.

 Adware is a software that presents unwanted advertisements to the user of a computer and generates revenue for its 1

author; mostly describes a form of malware.
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Introduction
In a discussion on cyber-terrorism, two distinctions must be clarified: (1) The distinction 

between cyber-terrorism and cyber-crime. Cyber-crime does not border on cyber-terrorism 

because it is missing the terrorism component, such as a political, ideological, national or 

religious motive. (2) The distinction between the two areas of use of information 

technology by terrorists, namely their use of computers as an aid in their terrorist activities 

versus their use of computer technology as a weapon or a target. Thus, only the latter falls 

within the scope of cyber-terrorism while the former, whether for purposes of propaganda, 

communication or other purposes, remains within the scope of “use”.  This monthly 2

report reviews those “uses” of the Internet by terrorist elements, including organizations, 

activists and supporters, which were collected and analyzed by the cyber-desk team in 

April 2017. In light of the scope of activities by terrorist organizations on the Internet, this 

review is not exhaustive and the team is focused on the most relevant content during this 

period.

The first chapter of the report covers the operational uses of the Internet by terrorist 

organizations, including discussion on two main topics – propaganda and financing. In the 

second chapter, defense tactics are discussed and the ways in which terrorist organizations 

protect themselves from being caught by security forces in cyberspace, as well as from 

civilian tracking by journalists and social activists, are reviewed. The third chapter presents 

the offensive tactics used by threatening players. Many organizational changes have taken 

place recently and we found it necessary to define the relevant players, their affiliations 

and the offensive tactics with which they have been identified. The findings that were 

gathered for the first three chapters are based on various media channels, especially social 

networks, which are monitored and analyzed by ICT staff. The fourth chapter “zooms out” 

and examines global incidents of cyber-crime — that do not necessarily constitute cyber-

terrorism – in order to broaden the perspective into a comprehensive picture and to track 

developments in the field. The fifth chapter accordingly reviews the responses in the 

 Conway, M. (2002). Reality Bytes: Cyberterrorism and Terrorist ‘Use’ of the Internet. Dept. of Political Science, Trinity 2

College, Dublin Ireland. First Monday.  
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international arena to those instances of cyber-crime in terms of law, government and 

policy. 

Operational Uses
Even though technology is essentially neutral, for terrorist elements the Internet serves as 

a tool that fulfills many needs, including propaganda, fundraising, communication, 

education, etc. A study conducted in England found that terrorists mainly sought 

ideological and inspirational information, along with relevant operational information, on 

the Internet.3

During the period under review, terrorist elements continued to use conventional platforms, 

including social networks, blogs and file-sharing Web sites for propaganda purposes. They 

followed the usual pattern of making contacts on open platforms and then moving to 

encrypted communication channels for terrorism purposes. The Telegram messaging 

application is preferred by the Islamic State and now other organizations are also setting 

up channels on this platform, such as Al-Fida forum and Hay’at Tahrir al-Sham. Three 

other trends that are not new but rather reflect a process that has been going on for a long 

time are: First, the dissemination of visual information about alleged military achievements that 

are published by new agencies affiliated with the Islamic State, namely infographics that 

glorify the organization in the cyber arena as compensation for losses in the real world. 

Second, the creation of motifs from video games in propaganda materials. Third, the 

publication of posters directed at the western community that encourage the execution of 

“lone wolf” terrorist attacks while imitating motifs taken from violent video games, as the 

Islamic State’s target audience is impressionable youngsters with an affinity for violence. 

In a study conducted by a researcher named Lesaca, approximately 920 Islamic State 

videos (October 29, 2015) were analyzed, and he found that the propaganda videos were 

designed for a young audience around the world and that at least 50% of the videos that 

included executions were similar to western videos and video games or influenced by 

them.4

 Szmania, S., & Fincher P. (2017). Countering violent extremism online and offline, policy essay on terrorist use of the 3

internet. Criminology & Public Policy 16(1) 119-125.
 https://smpa.gwu.edu/visiting-scholar-javier-lesaca-presents-isis-audiovisual-engagement-strategy-research-un-4

security 
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Another noticeable trend was the gender issue, which has four aspects: First, the 

establishment of a female IS-supporting group in which messages of support for the 

organization are distributed to a female audience and, accordingly, deal mainly with 

modesty and the education of children as a “female” propaganda tool. Second, two issues 

of the IS magazine, Rumiyah, dedicated a propaganda chapter to a female target audience. 

Third, funding. Another women's group was established as a charitable organization. The 

group published photos of decorated cakes for sale in order to raise funds and pink-

colored invitations to various fundraising events. However, despite its clean appearance 

this group seems to be loosely linked to groups identified with extremists. It should be 

emphasized that it was impossible to unequivocally establish a link but the fact that the 

charity’s bank account was closed is curious. Fourth, the UCC hacker group, which is 

associated with the IS, announced for the first time the establishment of a women’s 

division as part of this umbrella organization’s cyber department (see at-length discussion 

in the chapter, “Offensive Tactics”). Past reviews of IS propaganda materials led 

researchers to conclude that the figure of a woman is absent from all aspects of the 

establishment of the Islamic State.  It seems that now there is a female awakening in IS 5

provinces; the cyber-team believes that the appeal to a female audience, and its inclusion 

in propaganda and hacker groups, reflects the organization’s weakness; its exploitation of 

this "resource" indicates that the organization needs any fan base, including those that 

have been systematically excluded until now.

Propaganda
Conventional Platforms

- The Islamic State continued its media propaganda using a range of platforms, including 

social networks such as Facebook or Google Plus and other platforms such as Google 

Drive files, Torrent, blogs, and more. For example, IS supporters uploaded to Google 

Drive an archive containing the organization’s publications for the month of March 

2017, issues of the organization’s Al-Naba magazine, videos, updates, photos and more. 

The organization also continued its propaganda campaign on the darknet.  For example, 6

 Nance, M., Sampson, M. (2017). Hacking ISIS: How to destroy the cyber jihad 5

 http://ou7zytv3h2yaosqq.onion 6
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supporters uploaded issues of the magazine published by the organization to an onion 

site, which is not accessible to standard browsers and search engines.

- In the framework of propaganda activity, it is worth mentioning Abu ‘Abdallah al-Ifriqi, 

a central IS activist responsible for collecting data about the organization's battles in 

each of its jihad fronts on any given day, and uploading them to YouTube and other 

social networks. He also uploads daily news broadcasts from Al-Bayan radio, which 

belongs to the IS, to YouTube, Archive and other sites. Another activist named Abu 

Khattab al-‘Iraqi also stood out for uploading news broadcasts from Al-Bayan radio and 

Amaq news agency to YouTube.7

The Establishment Of Encrypted Communication Channels

- On April 28, 2017, Al-Fida jihadist Web forum, which is 

associated with Al-Qaeda, launched a Telegram channel that 

serves as another platform for the dissemination of the official 

messages of the organization and its various branches.

- Elements associated with Hay’at Tahrir al-Sham, an umbrella 

organization composed of Salafi-jihadist organizations 

including Jabhat Fateh al-Sham, launched a new Telegram channel named “The 

 https://www.youtube.com/channel/UC-XYhXJ9bsQ2w4VK4BhjRhw 7
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Left: the YouTube page of Al-Bayan radio; Right: the logo of IS 
supporter Abu ‘Abdallah al-Ifriqi

IS propaganda materials that were uploaded to Google Drive 

Al-Fida logo on Telegram

https://www.youtube.com/channel/UC-XYhXJ9bsQ2w4VK4BhjRhw
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Chemical War”. On the new channel, jihad activists discussed ways of defending 

themselves against the chemical attacks by the Assad army.

The Publication Of Infographics About Purported Operational Achievements

- Amaq news agency, which belongs to the IS, published (April 7, 2017) an infographic 

regarding the 102 suicide attacks that were carried out by the organization during the 

month of March in Iraq. For example, it stated that 22 suicide attacks were carried out in 

Syria and the rest in Iraq.

Imitation Video Games

- The trend of using video games is not a new one; it is well-documented and widely 

studied. This phenomenon is reflected in the interplay of elements of video games and 

videos in propaganda films documenting executions or battle scenarios, as well as in the 

design of incitement posters encouraging terrorist attacks that copy the design of these 

!5

”The Chemical War“

An infographic regarding IS suicide attacks in Syria and Iraq on March
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games’ legitimate posters. For instance, in a video 

published by the IS showing the execution of four 

PKK captives, the video begins as a “standard” 

propaganda video in which the executioner speaks to 

the audience as he holds the knife in a show of power. 

Three other executioners join him, one assigned to 

each captive, and just before the scheduled execution begins, the video game marks 

appear on the victims' chests. The white graphic includes the expression “Muslim 

infidel”, the name and organizational affiliation of the condemned man; for instance, the 

circle in the center blinks, and in the center of it is the letter X. At the end of the 

execution, which is carried out with a cruel beheading, the video game motif returns. 

The graphic becomes red, matching the color of the blood of the executed captives, and 

the words “Muslim infidel” are written. The novelty is in the timing and location of the 

use of this graphic, which forces the viewer to witness the cruel moments of the 

execution. It is impossible to avoid observing the moments of execution because when 

the execution begins, the graphic appears. Once the graphic appears, the viewer knows 

to look for it in the future as well. Moreover, the change of the graphic to red while it is 

also set against a red background, forces the viewer to focus on it while attempting to 

differentiate the graphic from the background, which is the blood of the executed. If we 

regard the propaganda video as a threat to the West, then this video constitutes a step 

up since the viewer is forced to see close-ups of the corpses of those executed if he does 

not want to miss the message embedded in the video. If we regard the propaganda 

video as an attempt to influence young westerners in order to recruit them to the ranks 

of the organization, then this constitutes a move to blur the boundaries of reality with 

the cyber world; the connection between a video of a cruel execution and a video 

graphic promotes the mental state of the potential recruit, who is already susceptible to 

influence, to another stage beyond the unbearable insignificance of human life in the 

eyes of the organization’s activists. In this way, human life draws contempt and this 

blurring between reality and video games may make it easier for the potential recruit to 

carry out executions himself.

!6

 A screenshot from the execution video;
 video game marks appear on the

  victims’ chests
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- As previously stated, IS propaganda also continues on encrypted Telegram channels, 

and April saw the continued trend of publishing posters with photos from the video 

game, Call of Duty (COD), a first-person combat game in which the player watches 

through the virtual figure's eyes. The attachment of IS symbols to the images of the 

popular game appeals to a young audience that is already susceptible to influence 

during adolescence, it increases the attractiveness of the battle in their eyes and 

"mobilizes" them emotionally.

Encouragement For The Execution Of “Lone Wolf” Terrorist Attacks

- A poster in English openly calling for “lone wolf” attacks was distributed (April 30, 

2017) in various Telegram groups. The poster stated that the execution of such an attack 

will win the terrorist entry to Paradise; according to the poster, it 

is recommended to sell what is temporary for what is eternal. 

Later (May 1, 2017), the poster was shared on additional channels 

with the added title, “Only in England” and “Hunt your Prey!”, 

and was accompanied by a link to a Web site that provides 

citizens with information about the British Parliament with the 

purpose of directing lone terrorists to attack British members of 

Parliament.8

- During the month of April, the IS published a series of photos on several Telegram 

channels calling on Muslims living in the West to carry out “lone wolf” attacks against 

targets in the West, using photos that had been previously published. Some of the 

photos focused on a specific call to attack the LGBT community during Pride month, 

which is held in June 2017.

 https://www.theyworkforyou.com 8

!7

  Left: The original COD banner; Right: A banner turned to propaganda

A banner from Telegram

https://www.theyworkforyou.com
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- In a shooting attack in Paris in which 

one police officer was killed and two 

others were injured (April 20, 2017), a 

terrorist was shot to death; the terrorist 

was identified by French police as 

Karim Chuerfi, who was previously convicted of shooting police officers and sentenced 

to 20 years imprisonment from which he received early release.  Meanwhile, the IS 9

claimed responsibility on various Telegram channels for the attack by distributing 

banners by Amaq news agency, which is associated with the organization. The banners 

were distributed in various languages, including Arabic, English, French and Spanish, 

 http://heavy.com/news/2017/04/abu-yusuf-al-beljiki-isis-champs-elysees-paris-france-terrorist-terror-attack-9

gunman-shooter-islamic-state-name-belgium/ 
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Banners calling to carry out “Lone Wolf” attacks similar to the Orlando attack

 Claim of responsibility for the Paris attack

Propaganda material distributed on Telegram

http://heavy.com/news/2017/04/abu-yusuf-al-beljiki-isis-champs-elysees-paris-france-terrorist-terror-attack-gunman-shooter-islamic-state-name-belgium/
http://heavy.com/news/2017/04/abu-yusuf-al-beljiki-isis-champs-elysees-paris-france-terrorist-terror-attack-gunman-shooter-islamic-state-name-belgium/
http://heavy.com/news/2017/04/abu-yusuf-al-beljiki-isis-champs-elysees-paris-france-terrorist-terror-attack-gunman-shooter-islamic-state-name-belgium/
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and included a photo of the terrorist, Abu Yusuf al-Baljiki. As a result of this, 

propaganda began to be posted on Telegram channels calling for attacks in Paris.

Gender

- More propaganda is taking place in the Telegram arena with the establishment of an IS-

supporting women’s group called Ukhti_Fi_Islam. The group appeals to the “sisters of 

the Caliphate” and expresses support for the IS directed at a female audience. Thus, the 

group published content by new agencies affiliated with the organization, religious 

messages and references to statements by al-Awlaki, in addition to photos of women in 

niqab; emphasis was placed on modesty. A clear example that reflects the appeal to the 

female gender was a photo of children and a teacher sitting together in a circle on the 

floor reading books, and the photo was accompanied by the following text: “this is the 

way we teach our children and care for them in the land of Caliphate”. The group is 

operated in English and Spanish.

- In the sixth edition of the IS monthly, Rumiyah 

(published in February), a chapter was 

dedicated to women. The chapter dealt with 

the fact that, with the establishment of the 

Caliphate and the revival of shari’a, which 

had been abandoned, many women became 

enlightened by their exposure to shari’a. Therefore, it was stated in the chapter, the 

women of the IS have more knowledge about religious matters and are bound by aqida 

and tawhid, which were polluted in the lands of the infidels. The following explains the 

!9

Screen shots from the Telegram group Ukhti_Fi_Islam 

Rumiyah issue 6, page 22
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expression in the heading – one must surrender to Allah with absolute obedience and 

reject anything that is incompatible with the will of Allah, including infidels. The 

strongest connection in Islam is not prayer, charity or jihad, but rather love in the name 

of Allah and hatred in the name of Allah. If all people agreed on a single path and 

mutual love without hostility or hate, there would be no way to distinguish between 

truth and falsehood, between believers and non-believers.

- A chapter was also dedicated to women in the seventh 

issue of the magazine, Rumiyah, which was published 

in March. The chapter dealt with the relationship 

between a man and his wife, and the prohibition based 

on shari’a and customary practice against speaking out 

against one’s spouse behind his back. According to the 

monthly, there are women who do not gossip 

themselves but do listen to the gossip of others. When a woman insults her husband in 

front of her friend, there are friends who respond with incitement and provocation 

towards the husband, and there are those who even advise her to divorce; this is a 

hidden motive to bring her closer to their family. A wise person does not reveal the 

secrets of his home. An expressions is woven like a thread throughout the chapter, 

according to which “speech denouncing the spouse is a ‘disease of the tongue’ that 

leads to destruction and loss”, and is similar to eating the flesh of a dead brother. The 

text referred to both sexes but the pink design and the direct reference in the title to 

women, speak for themselves as to the gender of the addressee. 

Financing – Charities
- Another group of women called Nur al-Hedayya, was prominent in the area of 

fundraising, and was present on the Facebook, Instagram and Telegram social networks. 

The group is a charity physically located in Australia and England whose declared 

purpose is to help the Muslim Nation by providing financial assistance, emotional 

support and general help to the Muslim community. The Telegram channel mainly 

included posters calling for donations that were designed in pink, most of them offering 

books and cakes for sale with proceeds from the sale to go to the needy. These publications 

!10
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were shared from time to time on suspicious Telegram channels, such as one group that 

supports the messages of arch-terrorist, al-Awlaki, and a second group that opens a 

direct communication channel (email) with Umm Musa, the wife of Sheikh Musa Jibril. 

Jibril, an American-Arab, is a Muslim preacher who influenced westerners to fight in 

Syria. In a report published by the International Centre for the Study of Radicalization 

(ICSR), it was found that Jibril “adopted the encouraging role: supporting the principles 

of the armed opposition against the Assad regime”; researchers also found that most of 

Jibril’s supporters joined some of the groups affiliated with Al-Qaeda while others 

joined IS-supporting groups.10

 https://www.counterextremism.com/extremists/ahmad-musa-jibril 10
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Left: A poster calling for donations issued by Nur al-Hedayya. Top right: Sharing Our al-Hedayya messages in a group 
identified with al-Awlaki. Bottom right: A group that publishes Nur al-Hedayyah’s posts also publishes a direct email 

to Jibril’s wife (Screen shots from Telegram) . 

https://www.counterextremism.com/extremists/ahmad-musa-jibril
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Defensive Tactics
The criminal nature of terrorist organizations’ activities requires them to protect 

themselves, mainly from being caught by security forces but also from being exposed by 

investigative journalists and social activists from non-governmental organizations and 

non-profit organizations whose goal is to counteract the process of radicalization. Both 

security forces and civilian elements seeking to “reach” terrorist groups on the Internet 

conduct surveillance and tracking, but while security forces are equipped with innovative 

technologies civilians do not have access to these tools and they use unsophisticated way 

of monitoring infiltration, observation and participation in the discourse. Accordingly, the 

way in which terrorist groups protect themselves from surveillance and tracking takes a 

different form. Defense on the security level involves the recruitment of technological 

means in order to preserve anonymity, location masking, security updates to repair 

breaches, etc. Defense on the civilian level involves exposing spies who succeeded in 

infiltrating terror-supporting groups and education to raise awareness of safe Internet use.

Technological means
Afaq Media Group

- Afaq media group, which is associated with global jihadists, published the following:

• An article titled, “Ten Things You Should Know about 

Leaks from the WikiLeaks Site Concerning CIA 

Documents”. The article referred to a series of leaks titled, 

“Vault 7: CIA Hacking Tools Revealed” regarding the tools 

used by the CIA to extract information from private users 

on social networks.11

• A recommendation to use the System Advanced Care 

software, which provides tools for Windows users to 

correct errors, repair security breaches and remove 

temporary files and cookies.

 https://justpaste.it/valut7  03.04.2017  11

!12

The banner of the article

System Advanced Care

https://justpaste.it/valut7
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• A recommendation to regularly use a Virtual Private Network (VPN); the use of a VPN 

provides security and privacy to the Web surfer by hiding his activity and location. 

• Another recommendation that was published, but not by Afaq, was to falsify the 

geographical location of the user through applications dedicated to mobile cellular 

services. 

Subgraph Operating System

- A recommendation to use the SubGraph operating system. This operating system, from 

the Linux family, offers secure and free communication, and was developed in order to 

enable Web surfers to communicate without fear of spying by sophisticated opponents on the 

Internet, with an emphasis on protection and resistance against cyber-attacks. SubGraph 

has a default Tor browser policy for sensitive applications and provides a secure 

communication platform whose key components are email and instant messaging.

!13

A banner with recommendation to us VPN

Applications to fake GPS location

SubGraph brochure on Telegram
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The Human Component
Exposing “Spies”

- Various Telegram channels warn activists about spies and expose them while 

threatening their lives. IS supporters established a Telegram channel designed to expose 

spies and even set up ad hoc groups when they suspect any members of the various 

groups to be a spy. In some instances, the suspicion turned out to be true and at least 

one journalist and a social activist were exposed.

Education On Safe Internet Use

- Groups are set up on Telegram for the purpose of spreading education about safe 

Internet use. Some of them operate with clear support for terror, and some operate with 

careful disclosure of the terrorist context. Groups in the latter category manage the 

channel without explicit messages of violence but, from time to time, messages are 

disseminated from the Islamic State’s propaganda materials. For instance, while a 

Telegram group named Technicians Caliphate openly donates to the Caliphate, the 

group Crypto Mobile maintains a clean appearance in the content that it publishes and 

only sometimes shows hints of its affiliation, such as when it shared a photo from the 

magazine, Rumiyah. While the West tends to define these methods of operation as 

“defense”, in these circles the approach is perceived as education, which corresponds 

with the gap between the West’s perception of the IS as a terrorist organization and the 

organization’s self-perception as the creator of the Caliphate of the Islamic State. If we 

were talking about a defensive action it could be regarded as transient, but since the 

mentality is that of education the subject needs to be taken very seriously. Even though 

!14

Left: Telegram group meant to expose spies; Right: A visual threat on a reporter



!

IS-supporting hackers have low offensive capabilities, it is not inconceivable that we are 

witnessing a more jihadist and sophisticated generation that is advancing toward the 

development of offensive capabilities.

!15

Left: The logo of Technicians Caliphate’s Telegram group
Right: A screen shot of Rumiyah issue 9 , page 4
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Offensive Tactics
This chapter was analyzed based on threat actors. During the period under review, there 

were significant changes requiring a fundamental classification of the players; groups and 

individuals. Since hacker groups do not tend to indicate their organizational structure, and 

since hackers are good at hiding their digital tracks, it is important to recognize and 

identify the online players. Various hacker groups have different motivations, targets and 

preferences in different attacks. An understanding of the array of forces is also important 

in order to assess and monitor the offensive capabilities of any of the players, and the pace 

of their development. The three most prominent groups during the period under review 

were the Popular Front for the Liberation of Palestine, the United Cyber Caliphate (UCC) 

and the Caliphate Cyber Terrorism Army (CCTA). A review of these groups includes a 

discussion of the offensive tactics used by each group. Most of the attacks were based on 

breaches of user profiles on social media and the defacement of private Web site’s home pages and it 

seems that the targets were chosen because they were easy to hack in the first place. The 

offensive capabilities of the threat players are not high, to say the least, but they are likely 

to improve in the future.

The Popular Front for the Liberation of Palestine
- The Popular Front for the Liberation of Palestine announced that 

“the electronic security group of the Abu Ali Mustapha Brigades 

(which belongs to the organization) is waging severe attacks 

against Web sites and servers of the [Israeli] occupation”. 

According to the announcement, “the security group successfully 

shut down and hacked many electronic sites of the occupation, and 

obtained important information. The attack is still ongoing and is 

challenging the security and technology system of the Zionists”. 

According to the organization, it was able to deface Israeli 

government and public Web sites, and to hack surveillance cameras in the framework of 

the operation, “Break the Chains”. According to the organization, a threatening message 

was planted on the defaced sites, stating that it was “a message to the enemy that the 

!16
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heroic prisoners are not alone in the battle and that the Palestinian Nation and the 

resistance stand together with them and are helping them”.

The United Cyber Caliphate (UCC)
- The United Cyber Caliphate (UCC), an umbrella organization composed of hacker 

groups associated with the IS, welcomed two more hacker groups to its ranks on April 

11, 2017 – “Anon Terror” led by the “Shadow Caliphate”, and “Fighter Moeslim Cyber 

Caliphate (FMCC)” led by “Xo2ar CyberSPhreak”. After the publication of the 

announcement, a wave of defacement cyber-attacks began against many Web sites on 

which the hackers “signed” their name and their group affiliation. Some of the sites 

included a message to the site’s administrator that from now on the site will be tracked 

and the hackers are not afraid because Allah is with them. Let us recall that in December 

2016, soon after the announcement that the Cyber Kahilafah hacker group, led by 

“Cyberck” had joined the UCC (December 24, 2016), a wave of similar attacks was seen 

and this seems to be the accepted practice upon joining the organization. 

- On April 14, 2017 the UCC published a video that was prepared by the UCC Media 

Division and presented Al Khansaa Kateeba as the organization’s first women’s 

division. In the beginning of the video, an appeal was written - in English and Arabic 

alternately – to infidels according to which, even after the deaths of those who have 

died and those who have not yet died from among the ranks of the division, it will not 

cease its activities and it will serve as a school for daughters of the tawhid who will end 

up as beheading warriors continuing the tradition of the tawhid. Later in the video there 
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was a “showcase” in which the division was defined as one that believes in hacking into 

the social media accounts of infidels and in spamming their accounts in order to disrupt 

their communication. It was also claimed in the video that in March alone the division 

hacked over 100 Twitter accounts, while photos of the social media accounts that were 

allegedly hacked appeared in the background. The video ended with the sentence that 

this is only the beginning, against the backdrop of a screen with stains red like blood. 

However, an examination of the hacked accounts indicates that these accounts were not 

regularly maintained and therefore constituted an easy target, demonstrating that the 

group’s cyber offensive capabilities have not yet matured enough to inflict significant 

damage.

The Caliphate Cyber Terrorism Army (CCTA)
- The Cyber Caliphate Army (CCA), which is identified as a supporter of the IS, 

published an official announcement on March 8, 2017 regarding its change of name to 

the Cyber Caliphate Terrorism Army (CCTA), in which it explained that the name 

change stemmed from an official request that was submitted by the UCC leadership to 

the CCA in light of the similarity between the name of the latter and one of the UCC’s 

divisions. The CCTA continues to hack social media accounts and deface them, and upload 

to the group’s Telegram channels screenshots of the Facebook accounts that were 

hacked on which signatures were placed indicating that the CCTA was responsible for 

the defacement. The uploaded screenshots attesting to the defacement were 

accompanied by the following numbers, as of the writing of this report: 211 defacement 

attacks reported on one Telegram channel operated by the group, 230 on a second 
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Telegram channel that it operates, and 264 on a third channel; according to the declared 

count testified to by the channel operators. Nevertheless, a direct examination of the 

hacked accounts – in other words, not through the photos provided by the Telegram 

group’s operators – indicates that these accounts were not regularly maintained; 

sometimes they lacked a profile picture and sometimes the user’s profile was only 

linked to individual accounts. At the very least, it is reasonable to assume that these 

accounts were selected as targets due to the relative ease with which they can be 

attacked, or alternatively, doubt should be raised as to the reliability of these 

publications. In addition, the CCTA’s acceptance of the name change request submitted 

to them by the UCC leadership testifies to the good relationship between the hacker 

groups and, moreover, the groups share publications on their Telegram channels that 

document defacements carried out by other groups, even those that do not belong to the 

UCC. For example, members of the Fighter Moeslim Cyber Caliphate share screenshots 

of breaches carried out by hackers from the CCTA group and vice versa.
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Cyber-Crime and Cyber-Terrorism
Crime and terrorism go hand in hand. More than once, terrorists have turned to crime in 

order to finance their terrorist activities in the physical world. In cyber-crime, the gap 

between crime and terrorism is reduced since the same tools, methods and tactics used to 

carry out cyber-crime can be channeled into cyber-terrorism. This is in contrast to “classic” 

crimes, such as burglary, theft or robbery that are not relevant to the field of terrorism. 

Monitoring the development of new malware and their potential to cause damage is 

essential to understanding the relationship between developments in the cyber-terrorism 

arena in relation to developments in the arena of non-terrorist cyber-crime. Therefore, new 

malware that was identified and that stood out this month were reviewed. FalseGuide, 

malware that stood out for its scope, attacks Android devices and infected approximately 

two million GooglePlay users, and was designed to create a botnet (a group of devices 

controlled by the hacker without the owners’ knowledge) for purposes of adware (software 

that displays illegal pop-up ads and generates income for cyber-criminals). Other malware 

families that were identified are the development of spy tools. In this context, an attempted 

cyber-attack took place in Israel that was blocked by the National Cyber Authority. The 

campaign was intended to entrench itself within the Israeli defense infrastructure system 

and was carried out by a group of hackers associated with the Iranian intelligence 

agencies. The attempted attack sent the Israeli cyber system on a mission called 

“Painkillers” in order to stop the attack, and the National Cyber Authority published 

protection guidelines for the public. The response reflects the level of threat that, in turn, 

indicates an increase in offensive capabilities and an increase in the level of sophistication.

Identification of New Malware
- The news in India reported (April 18, 2017) that the operators of a WhatsApp group 

called “Firdaus we ascend”, which is associated with the IS, were sending invitations to 

join the group in an effort to expand their hold in India, and the invitations went viral 

on social networks. After joining the group, users discovered that malware prevented 

them from leaving the group. It was also reported that the managers of the group were 
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distributing materials linked to the organization in this group and sought to continue 

distributing these materials to friends and relatives of those who joined the group.12

- In recent months, cyber-attacks were identified that were carried out using two families 

of relatively new malware designed to damage Microsoft Windows and that were 

named Kasperagent and Micropsia; a link was also found between these two families of 

malware and two families of other malware that attack Google Android and are named 

Secureupdate and Vamp. The malware from the Kasperagent family mainly served as 

spying tools but some samples included expanded capabilities such as password theft for 

Firefox and Chrome browsers, screenshots and the execution of arbitrary orders. The 

Micropsia family is malware for information theft with a wide range of built-in functions. 

Secure update is malware that essentially takes hold of the device without a designated 

function, and Vamp is equipped with the ability to steal the details of contact persons, 

documents and messages saved on the device, and can also record conversations. The 

vector of the attack relies on classic phishing tactics or shortcut services. The attacks are 

not sophisticated but they are well targeted and repeat themselves over time. In 

addition, their scope indicates the involvement of more than one player, but rather an 

unknown team of attackers. Among the countries that were attacked were Israel, Egypt 

and the United States.13

- Malware named FalseGuide, which attacks Android devices, infected approximately 

two million Google Play users. The discovery was published on April 24, 2017, and later 

it became apparent that its scope was more extensive than the initial estimate of 

approximately 600,000 devices, and that the applications infected with the malicious 

code were uploaded to the Google Play app store starting in November 2016 and not in 

February 2017 as was first estimated. The malware was disguised in over 40 popular 

game application guides, such as Pokeman Go and Fifa Mobile, and the infected filed 

created a botnet. The FalseGuide malware requests permission from the device manager 

during installation, which is used to prevent the user from deleting it. Upon installation, 

the malware records itself in the firebase cloud messaging service, thus enabling it to 

 http://www.abplive.in/india-news/viral-sach-can-isis-trap-you-in-its-whatsapp-group-firdaus-we-ascend-518096 12

 http://researchcenter.paloaltonetworks.com/2017/04/unit42-targeted-attacks-middle-east-using-kasperagent-13

micropsia/ 
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receive messages containing links to additional modules and to download them to the 

infected device; these modules include malicious codes designed to take control of the 

device, carry out a DDoS attack and even penetrate private networks. The malware was 

identified by the company, Check Point, which informed Google Play about malicious 

distribution, which in turn removed the malware from the app store. The selection of 

guides for games as camouflage for the distribution of the malware was based on the 

popularity and success of the games, and on the fact that such guides require little 

development and implementation so they are a good way for developers to achieve 

widespread distribution with minimal effort. The trend of botnet use on mobile devices, 

which began last year, is improving in its level of sophistication and its scope of 

distribution.14

Economic Crime
- An attempted cyber-attack against the Union Bank of India took place last July after a 

bank employee opened a file attached to an email that, in turn, released malware 

enabling hackers to steal information from the bank. This month, it became clear that 

the attempt was similar to last year's cyber theft in which over 81 million dollars were 

stolen from bank accounts at the Central Bank of Bangladesh in New York. Opening the 

file attached to the email, which was designed to appear as if it came from the Central 

Bank in India, activated the malware that was used by hackers to steal entry codes to 

the bank of the Society for Worldwide Interbank Financial Telecommunications 

(SWIFT), a system that accompanies the use of international transfers. The codes were 

used to send money transfer orders in the amount of approximately 170 million dollars 

to the bank account of Union Bank in Citigroup in New York. Union Bank located the 

funds and blocked their transfer. SWIFT said that some of the banks using its system 

were attacked after the robbery in Bangladesh without explicitly stating the name of the 

Union Bank of India.15

 http://thehackernews.com/2017/04/android-malware-playstore.html?14

utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+TheHackersNews+%28The+Hackers+News+-
+Security+Blog%29&_m=3n.009a.1481.uc0ao0brpx.vrm 

 https://www.usnews.com/news/technology/articles/2017-04-10/cyber-attack-on-union-bank-of-india-similar-to-15

bangladesh-heist-wsj 
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Spying Campaign
- Waves of attacks against government, academic and business entities in Israel were 

stopped by the National Cyber Defense Authority (April 24, 2017); a warning about the 

possibility of this attack was published by the CERT on April 12, 2017. The attack was 

similar to a previous attack associated with OilRig,  a hacker group with direct ties to 16

Iranian intelligence agencies that focuses on attacks against governments,  financial 17

institutions and technological institutions in Saudi Arabia, the UAE, Lebanon, Kuwait, 

Qatar, the US and Turkey. This is not the first time that the group has attacked Israel; 

several attempted attacks took place in the past using various means, the latest one 

having taken place on April 8, 2017,  and evidence of the use of the breach can be found 18

as early as January 2017.  In effect, this weakness gives the hacker full permissions to 19

the computer in four stages: First, the threat player sends the user an email with a Word 

document. Second, upon opening the file, the user is presented with a request to update 

the file in order to enable access to links to other files embedded in the document. 

Approval of the update sends a request to a remote server to reply in a malicious HTML 

Application (HTA) file. Third, the file that was restored by the server is a fake Rich Text 

File (RTF) that contains malicious code. Fourth, malware penetrates the computer 

enabling full remote access to the computer.  The National Cyber Defense Authority 20

stopped the attack and issued a warning to the public to perform a security update.  21

Although the weakness was identified in advance, it was not fixed by Microsoft and the 

documents distributed on the Internet by the Shadow Brokers hacker group in March 

indicate that the National Security Agency (NSA) also exploited this weakness in order 

to penetrate systems.22

 https://cert.gov.il/Updates/Alerts/SiteAssets/CERT-IL-ALERT-W-120.pdf 16

 https://spacewatchme.com/2017/05/iranian-linked-oilrig-hacker-group-accused-cyber-espionage-operation-israel/ 17

 https://www.fireeye.com/blog/threat-research/2017/04/acknowledgement_ofa.html 18

 http://securityaffairs.co/wordpress/55145/apt/oilrig-apt-itan.html; https://securingtomorrow.mcafee.com/mcafee-19

labs/critical-office-zero-day-attacks-detected-wild/ 
 ttps://www.fireeye.com/blog/threat-research/2017/04/cve-2017-0199-hta-handler.html 20

 https://spacewatchme.com/2017/05/iranian-linked-oilrig-hacker-group-accused-cyber-espionage-operation-israel/ 21

 https://www.calcalist.co.il/internet/articles/0,7340,L-3712154,00.html22
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Counter-Measures to Combat Cyber-Crime
Strategies for combatting cyber-crime in general, and in the use of the Internet for terrorist 

purposes in particular, pose challenges, both because some of the methods are new and 

therefore require intensive research, and because criminal investigations that involve 

network technology – such as the Internet – presents unique difficulties. Examples of this 

include attackers’ ability to use software tools to help them, such as cracking passwords 

while committing the offense; an attacker who plans a crime will find detailed information 

on the Internet for instructions on how to build a bomb; information that was not so 

accessible before the Internet era; in the matter of identifying suspects, a criminal can 

disrupt investigations mainly by disguising his identity, and attackers can even use 

automation in order to increase their activities by, for example, hacking and using botnets. 

It is clear, then, that the penal law alone cannot cope with terrorism, and that effective 

warfare against terrorism requires "holistic" vision on a large number of fronts such that 

only an integration between them can be useful.

Legislation
- Following a March report in which the US and Britain banned electronic devices from 

being brought on board airplanes due to concern that the IS would try to bring 

explosives on board planes concealed inside mobile devices, British authorities warned 

airports and nuclear power stations across the country of rising threats to electronic 

defense systems and asked them to tighten security. Security forces warned that within 

24 hours they had received warnings indicating that terrorist organizations had 

apparently developed ways to circumvent security and inspection systems. In addition, 

it was noted that the IS had developed ways of concealing explosives in laptop 

computers and cellular devices that are not detected by airport screening machines.

- Rwanda passed a law to establish a national authority for cyber-security, in which it 

regulates its powers in order to protect infrastructure, and personal and governmental 

information against cyber-attacks and cyber-crime. This is the second incarnation of the 

law, which passed for the first time in October 2016 but was returned to Parliament in 

December as a result of the President’s request to include in the law clauses authorizing 
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the authority to deal with matters of national security. The state is seeking 1.5 million 

dollars to establish a cyber-security center that will coordinate investigations in North 

Africa against cybercrime, including terrorism, illegal trade and money laundering. This 

is in addition to the investment of three million dollars in a cyber-security system 

designed to protect private and public institutions from online crime.

Technology
- The eGLYPH technology was developed by Dr. Hani Farid, a lecturer on computer 

sciences at Dartmouth who is considered to be the founder of the “digital forensics” 

field. Farid previously worked with Microsoft in order to combat the phenomenon of 

pedophilia on the Internet and, to this purpose, coded a tool called “Photo DNA” that 

uses “robust hashing”. This means that on the one hand, it is possible to extract a 

unique signature from the image, and on the other hand, the fingerprint of the image 

will not change even if it has undergone simple changes for camouflage purposes. With 

regard to combatting child pornography on the Internet, this technology changed the 

balance and prevented the exploitation of thousands of children. Now Dr. Farid joined 

the CEP (below) in order to refine the algorithm so that it can also be applied to 

propaganda and terrorism content. Today, this tool is able to identify the worst 

publications on the network, be it photos, videos or audio clips, and quickly remove 

them from the network and from social media platforms at no cost. However, while the 

removal of pedophile content is taboo, in the context of the radicalization of technology 

companies are not rushing to adopt this technology. In the US, Internet companies are 

immune to criminal and civil liability for the content posted by users on their Web sites. 

Their terms of service prohibit the publication and distribution of offensive content but 

they rely on user reporting using the "notification and removal" mechanism and not on 

an algorithm for dealing with violations of these conditions. Nevertheless, it is worth 

noting that the technology provided by Dr. Farid applies only to extreme cases and, 

therefore, it alone is not sufficient. This means that it is best to automatically and 

instantly identify and remove such content from social media platforms, and it should 

clearly be used.
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The Establishment of Cyber Units
- New Zealand launched a cyber unit to take care of all reports on cyber threats in the 

country. The unit will function as a response team for emergencies related to cyber-

crime and will serve as a point of contact for the citizen with exclusivity on the 

assessment of the risk inherent in each reported attack. In this way, the unit will enable 

each citizen to report on a potential cyber threat, whether it is a private individual or a 

business company. The unit was established in the framework of an initiative by the 

Ministry of Business, Innovation and Employment, and has a free phone number as well 

as a Web site in order to make it accessible to the public. In addition, the unit will 

cooperate with other bodies, like the police and the Ministry of Interior, in order to 

provide a future response to cyber-attacks, such as the 338 incidents that were 

documented in the country in 2015-2016, and the 190 incidents that were documented in 

the previous year – an upward trend. The budget for the establishment of the unit is 22 

million dollars.

Recruitment to the Cyber System
- The French government held an exercise on March 20-31, 2017 in which 240 potential 

recruits – students from selected technology universities – were tested. The exercise 

examined the hacking skills of the potential recruits for cyber warfare in order to 

cultivate a cyber army of spies capable of dealing with digital attacks. Cyber defense is a 

top priority of national security in France, including protection from countries like 

Russia, China and Iran alongside protection from criminal groups. Thus, France seeks to 

raise its level of preparedness for a war on terror, which is liable to damage critical 

infrastructure such as water, electricity, communication or transportation, as well as be 

prepared to defend the values of democracy, such as Russian involvement in the US 

presidential elections. The project began six years ago with 100 young people with the 

goal of recruiting 3,200 digital soldiers by 2019 on a budget estimated as approximately 

one billion Euro until that year; 4,400 reserve soldiers will be prepared for emergency 

situations.
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Exercises to Strengthen Immunity
- The US State Department launched a bug bounty program called “Hack the Air Force”, 

which was set to take place on May 30, 2017-June 23, 2017. The program is managed by 

the “HackerOne” company and is open to citizens of the US, England, Australia, New 

Zealand and Canada; it requires advanced registration with the company as “White hat 

hacker”. The purpose of the program is to examine their immunity against cyber-attacks 

by encouraging hackers to locate and report security weaknesses that they find on the 

service networks and computer systems – in return for compensation. The program was 

launched in light of increasing cyber-attacks, and later due to the success of the previous 

initiatives, “Hack the Pentagon” and “Hack the Army”.

- NATO conducted a large-scale exercise in Tallinn, the capital of Estonia. The purpose of 

the exercise, which has been held once a year since 2010 and is called “Locked Shields”, 

is to strengthen the cyber-defense system, increase cooperation between member states, 

and train professionals to protect national information systems. This year, 800 

professionals from 25 countries participated in the exercise, and it was considered the 

most comprehensive and advanced exercise in the field of cyber defense. The exercise 

was based on scenarios in the framework of which 2,500 simulations of cyber-attacks 

were carried out against military installations, such as attacks against the base’s power 

grid, drones, command and control systems and other infrastructure.
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